I/IH(I)OpMaHHOHHaﬂ nmamMsaTra 1Jjid Oﬁyqamumxcn

C KaXapIM TOJOM MOJIOJIC’)KH B HHTEPHETE CTAHOBUTHLCA OOJIbIIIE, a
LIKOJIBHUKYU OJHU U3 CaMbIX aKTUBHBIX NOJb30BaTene Pynera. Mexay tem,
MIOMHMO OTPOMHOI'0 KOJINYE€CTBA BO3MOKHOCTEH, HHTEPHET HECET U IPOOJIEMBI.

OTa maMsATKa J0JDKHA TOMOYb TeOe Oe30macHo HaxoJUTHCs B CCTHU.

KoMmnbroTepHbie BUPYCHI
KomrnbroTepHblil BUPYC - 3TO pa3HOBUHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJINYUTEIILHOU 0COOCHHOCTBIO KOTOPOH SIBIISIETCSI CITIOCOOHOCTh K PA3MHOKEHHUIO.
B nonosiHeHue K 3TOMy, BUPYChl MOTYT TOBPEIUTH MU MOTHOCTHIO YHUUYTOXUTh
Bce (paityibl U TaHHbBIC, TTOJKOHTPOJIbHBIE MTOJIL30BATENI0, OT UMEHU KOTOPOTo Oblia
3amylleHa 3apaxEHHasi mporpaMmma, a TakKe MOBPEIUTh UJIN J1aK€ YHUUTOXKUTh
OTIEPAITMOHHYIO CUCTEMY CO BceMHU (haiiyiaMu B 11eJ10M. B OOJIBIIMHCTBE CliydaeB
pacpoCTPaHSIOTCS BUPYCHI Uepe3 UHTEPHET.
MeToibl 3a1IUTHI OT BPEJIOHOCHBIX TPOTPAMM:
1.Mcnionb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOIIUE CEPhE3HBIM
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrPaMM;
2.IlocTosiHHO ycTaHABIMBa MauTH (LUQPPOBHIE 3aIIATKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IEIbI0 JOPAOTKU MTPOTrpaMMBbl) U IPYTHE
OOHOBIICHHSI CBOEH omeparimoHHON cucTeMbl. CKaunBai MX TOIBKO C
odunuanbHoro caita pazpadorurnka OC. Eciu cymiecTByeT pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;
3.Pabotaii Ha cBOeM KOMIMBIOTEPE MO TPaBaMu MOJIb30BATENs, & HE
aIMUHUCTPATOPA. DTO HE MO3BOJIUT OOIBIIHHCTBY BPEJOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;
4.Vcnionb3yi aHTUBUPYCHBIE IPOTPAMMHBIE MPOYKThI H3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBJIICHUEM 0a3;
5. Orpannyb (PU3NYECKUI JOCTYI K KOMIIBIOTEPY JIJIsi IOCTOPOHHUX JIUII;
6. Ucrionb3yi BHEITHUE HOCUTENN HH(POPMAIINH, TaKHe KakK (priernika, TUCK Uit
(aiin u3 UHTepHETa, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;
7. He oTKpbIBail KOMIIbIOTEPHBIE (AIIbI, TOJTYYEHHBIE U3 HEHAIEKHBIX

MCTOYHUKOB. Jaxke Te (aiibl, KOTOpbIE MpUCIIall TBOM 3HAKOMBIN. Jlyule yTounu



Y HETO, OTIHPABJIAI JIX OH TeOe ux.

Cetu WI - Fl

Wi-Fi - 310 He BU Iepeiauu TaHHBIX, HE TEXHOJIOTHS, & BCETO JIMIIL OPEH/I,
Mapka. Emie B 1991 roay Hunepianjackas KOMIIAHUS 3apeTUCTpUpoBaja OpeH
«WECA», uto o003Hauano cioBocouyetanue «Wireless Fidelity», koTopsiii
MIEPEBOIUTCS KaK «OECIPOBOIHASI TOYHOCTHY.

Jlo Haliero BpeMeHH Joliia Apyras abopeBuaTypa, KoTopas SBISIETCS TaKoH ke
TexHoJioruer. 1o abopeBuarypa «Wi-Fi». Takoe Ha3BaHME OBLIO IaHO C HAMEKOM
Ha CTaHAapT BbICIIN 3ByKOBO# TexHuku Hi-Fi, uto B nmepeBoae o3Havaer
«BBICOKASI TOYHOCTHY.

Jla, OecrimaTHBIM MHTEPHET-IOCTYM B Kade, OTEIAX U a3pOIopTax SBISICTCS
OTJIUYHOU BO3MOKHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE SKCIIEPThI CUUTAIOT,
gyT0 obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThbl 110 O€30MacHOCTH padboTe B 00IIe10CTYMHBIX ceTsaX Wi - fi :

1. He nepenaraii cBoro nuHyro uHbOpMaIuo yepe3 obdmenoctymasie Wi-Fi cetn.
PaGotas B HUX, *KenaTenbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTUHBI U KaKUe-TO
HOMeEpa;

2. Ucnonp3yit 1 0OHOBIISII aHTUBUPYCHBIE TTPOrpaMMbl U OpaHaMay3p. TeMm cambiM
ThI 00€30Maculllb ce0st OT 3aKa4YKH BUPYCa Ha TBOE YCTPOMCTRBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmtoun pynknuio «O0mmit goctyn k aitnam u
npuHTepam». JlanHas QyHKIIMS 3aKpbITa MO YMOTYaHUIO, OJTHAKO HEKOTOPHIE
MOJIb30BATENIM aKTUBUPYIOT €€ NIl y100CTBa MCIIONB30BaHMs B paboTe win ydeoe;
4. He ucnions3yit myonuunbii WI-FI st mepenayum TMuHBIX JaHHBIX, HATIPUMED,
JUTSL BBIXOJIa B COITMAIBHBIC CETH WIIH B DJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit ToNbKO 3atiuiiienHoe coeaunenue yepes HTTPS, a ue HTTP, T.e.
pu Habope BeO-ampeca BBOAM UMEHHO « https://» ;

6. B moOmipHOM Tenedone otkiaoun yHkimio «[loakmrouenue k Wi-Fi
aBTOMaTuyeckm». He nomyckaid aBTOMaTU4eCKOro MOJKIFOYEHHS YCTPOMCTBA K

cetsaMm Wi-Fi1 06e3 TBoero cornacus.

CoumnaJjbHbIE C€TH



CounanbHble CeTH aKTUBHO BXOJSIT B HAIIlY KWU3Hb, MHOTHE JIFOAU pabOTaIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJUIHAP]T YETOBEK,
YTO SABJISAETCSA OJHOM CEAbMOU BCEX KUTENIEH IUIAHEThl. MHOrME OIB30BATENMN HE
MMOHUMAIOT, YTO UH(OpMAIIUS, pa3MEIlIeHHAs! UMH B COITUATBHBIX CETIX, MOMXKET
OBITH HaliicHa U UCIIOJIH30BaHa K€M YT'OJIHO, B TOM UHKCIIE HE 0053aTENIBHO C
0JIaruMy HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MaCHOCTU B COIIMATBHBIX CETAX:

1. Orpanuub crnucok apy3eil. Y tedst B Ipy3bsiX HE JOJKHO ObITh CIIyYallHbIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuinaii CBO 4acTHYIO *u3Hb. He yka3wiBail maposu, TenedoHnsl, aapeca,
JIaTy TBOETO POXKJCHUS U APYTYIO JUUHYIO HHPOpMAITUIO. 3I0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh JAaxe HH(OOPMAIIMIO O TOM, KaK Thl U TBOU POJIUTEIIN
IJIAHUPYETE MPOBECTH KAHUKYIIBI,

3. 3amuinai cBOIO pemyTaluIo - IEpKH €€ B YUCTOTE U 3a/1aBail cebe BOIpoc:
XO0TeJ OBl ThI, YTOOBI APYTHE TOJIH30BATENIN BUACIH, UTO Thl 3arpy>Kaeiilb?
[Monymaii, mpesx/ie 4emM 4To-TO ONMyOJIMKOBaTh, HAIIUCATh U 3arPy3UTh;

4. Eciiy Tbl TOBOPHULIB C JIFOJIBMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3Yil CBOE
peanbHOE UM U JPYTYIO JTUYHYI0 HH(GOPMAIIUHU: UMSI, MECTO JKUTEIHCTBA, MECTO
y4eObl U TIpouee;

5. N36erait pazmemenus ¢potorpaduii B UHTepHeTe, re Thl H300paKeH Ha
MECTHOCTH, 110 KOTOPOW MOYKHO ONPEIEIUTh TBOE MECTOIOJIOKEHNUE;

6. [Ipu peructpanuu B COMAIBLHON CETH HEOOXOAMMO UCTIOIB30BATh CJIOKHbIE
MapoJIu, COCTOSIINE U3 OYKB M IU(P U ¢ KOJIUISCTBOM 3HAKOB HE MEHee §;

7. dns conuanbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOUMO UCIIOIb30BaTh
pasHbie apoiu. Torna ecau Te0st B3IOMAIOT, TO 3TOYMBIIICHHUKH TIOTy4daT

JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEKTPOHHBbIE IeHbI'H

DNEeKTPOHHBIE AEHBI'M — 3TO OYEHb YAOOHBIN CIOCO0 MIaTeX e, 0JHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIU.
DJIEKTPOHHBIE IEHBI'M NOSBUJIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOT0 BO

MHOT'HX IroCyaapCTBax A0 CUX IIOP HC IIPOIMHCAHO IIPO HUX B 3aKOHAX.



B Poccun xe oHM (PYHKITMOHMPYIOT U O HUX YK€ MTPOINKMCAHO B 3aKOHE, II€ UX
pa3aensioT Ha HECKOJIbKO BUIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HHIIA B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcsi IpOBOAUTH orepanuu 06e3
UIEHTU(PUKALIMY MOJIb30BATENS, @ B HEAHOHUMHBIX MACHTH(PUKALUH MT0JIb30BATENSA
ABIIAETCS 0053aTENBHOM.

Taxxe cienyeT pa3inyaTh 3JIEKTPOHHbIE (PUATHBIE IE€HbIU (paBHBI
rOCYJapCTBEHHBIM BAJTIOTAM) U SJIEKTPOHHbBIC HE(PUATHBIE JCHBI'H (HE PABHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI O O€30MaCHOI paboTe C AJIEKTPOHHBIMU JACHbIAMM:

1. [TIpuBsiku K cueTy MOOMIIbHBIN TeaedOH. ITO caMblil yTIOOHBINA U OBICTPBIN
croco0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsi3anHblil TenedoH MOMOKET, eCiu
3a0y/ielllb CBOM TUIATEKHBIN Mapoilb WIK 3aielIb Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonw3yit onHopazoBeie maponu. [locie nepexoa Ha YCUIICHHYIO
aBTOpHU3AIUIO TeOE yxKe He OYIEeT YrpokaTh OMACHOCTh KPaXKu UJTU TIepexBara
IUTATEeKHOTO TapoJIs;

3. Boibepu cnoxxubiit napods. [Ipectynaukam OyJeT He MpOCTO yraaaTh CIOKHBIH
napoJib. HajexxHbie mapoiu — 3To mapoiu, KOTOPBIE COAEpKaT HE MEHee 8§ 3HAKOB
U BKJIFOYAIOT B C€0S1 CTPOUYHBIE U MIPOMKUCHBIE OYKBBI, TUPPHI K HECKOIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK Jojuiapa, pyHTa, BOCKIUIATEIbHBIN 3HAK U T.II.
Hanpumep, StROng!;;

4.He BBOJM CBOM JIMYHBIC JAaHHBIC HA CaliTaX, KOTOPBIM HE JOBEPACIIIb.

DJIeKTPOHHAS MOYTA

DIEKTPOHHAs TOUTa — 3TO TEXHOJIOTUS U MPEIOCTABIIEMbBIE €10 YCIIYTH 10
MEPECHUIKE U MOJYICHHIO JICKTPOHHBIX COOOIIEHNN, KOTOPBIE PACIIPEACIISIIOTCS B
KOMITIbIOTEpHOU ceTU. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BHITJISIUT
CJIEIYIOIINM 00pa3oM: UMS_TOJIB30BATEISI(@UMS_JoMeHa. Taxke KpoMe repeaadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MepeAaBath (pailiibl.

OCHOBHBIE COBETHI 110 O€30MaCHON PAdOTE C ANEKTPOHHOU MOYTOM:

1. Hano BbIOpaTh mpaBUJIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN

BLI60p OeCIIaTHBIX MOYTOBBIX CCPBHUCOB, OJHAKO JIYUIIC AOBCPATh TCM, KOI'O



3HACIIb U KTO MEPBbIN B PEUTHUHTE;

2. He yka3biBail B INUHOI MoYTe JIMYHYIO HH(popMmanuio. Hanpumep, mydiie
BbIOpATh «MY3bIKaIbHBIA_(haHaT@» unu «pok2013» BMecTo «remal3;

3. Acnonp3yil ABYX3TANHYO aBTOPU3ALMIO. JTO KOrJla IOMUMO MAPOJIs HYKHO
BBOJMUTH KOJI, IPUCHUIAEMBbIN 110 SMS;

4. Be1bepu CIIOXKHBIN mapodib. /(s KaKI0ro MOoYTOBOTO SIIUKA JOJIKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOXKHOCTB HaIllMCaTh CaMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX AMMKOB. [IepBblii 17151 YaCTHOM NEPENUCKH C
agpecaTaMi, KOTOPBIM Thl JOBEPSEIIb. DTO JIEKTPOHHBIN apec HE HAJ0
UCIOJIb30BaTh MPHU PErucTpanuu Ha GopymMax U carTax;

7. He oTkpbIBaii Gaitnibl U Apyrue BIOKEHHUS B TUChMAX J1a)Ke €CJIM OHU MPUILLITN
OT TBOUX Jipy3ei. Jlydille yTOUYHU y HUX, OTIIPABIISUIIN JIK OHU TeOe 3TH hailibl;

8. [Tocne okoHUaHMs pabOTHI HA TOYTOBOM CEPBHCE MEpe] 3aKPhITHEM BKIAIKU C
caiiToM He 3a0y/Ib HAKaTh Ha « BBIATHY.

KubepOymumMHr nin BUPTyaabHOE U3A€BATEIBCTBO

KubepOymumuHr — mipecieioBaHue COOOUIEHUSIMU, COIEPKAIIUMHI OCKOPOJICHNUS,
arpeccuro, 3alyruBaHue; XyJIUraHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C TIOMOIIIBIO

Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbBIE COBETHI 10 00pble ¢ KNOepOyIIINHIOM:

1. He 6pocatics B 60ii. JIydmuii crmoco6: moOCOBETOBATHCS KaK ce€0sl BECTH U, €CIIH
HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaYaJe yCIOKOUTHCA. Eciu Thl HAaUHENIb
OTBEUYaTh OCKOPOJIECHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €111e OOJIBIIE Pa30KKEIIh
KOH(JIHKT;

2. Ynopasnisiii cBoel KubeppemnyTanmei;

3. AHOHUMHOCTB B ceTh MHUMas. CyIlleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BECTH XyJIUTAaHCKUN 00pa3 BUPTyaabHOM xKu3HU. IHTEpHET
(duKCUpyeT Bce TBOU ACHUCTBUS U COXpAHSET UX. Y JaIUTh UX OyJeT KpaiiHe

3aTPYyIHUTENBHO;



5. Cobmroail cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHnuHbIi HeraTuB. OTHOPA30BbIE OCKOPOUTEIbHBIE COOOIICHUS
Jydiiie urHopupoBaTh. OOBIUHO arpeccusi MpeKpailaeTcs Ha HayaabHOUW CTaauu;
7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMHU, B
COIMAIBHBIX CETIX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTIPABKU COOOIICHUM C
ONPEACIEHHBIX aJIPECOB;

8. Eciu I cBUeTens kuOepOysuinHra. TBOU A€MCTBUS: BBICTYIIUTH IPOTUB
npeciieoBaTes, MoKa3aTb EMY, YTO €ro JICHCTBUS OLEHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh KEPTBY, KOTOPOM HY)KHA MCUXOJIOTUYECKasi TOMOIIlb, COOOITUTh
B3POCJBIM O (paKTE€ arpeCCUBHOTO MOBEJICHUS B CETH.

MooOniabHblii Tes1edoH

CoBpemeHHbIe cMapTHOHBI U TUTAHIIIETHI COJIEPKaT B ce0e BIIOJHE B3POCIbII
(GbyHKIIMOHAJ, U TETepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU
KoMIibtoTepamMu. OJTHAKO, CPEACTB 3aIIUTHI JJIsl TOJTOOHBIX YCTPOMCTB MOKA 0YEHb
Masio. TecTupoBaHUE U TOUCK YSI3BUMOCTEH B HUX MIPOUCXOJIUT HE TaK
MHTEHCUBHO, Kak 111 [1K, To ke camoe kacaeTcsi 1 MOOMIIbHBIX MTPUIIOKEHUH.
CoBpemeHHbIe MOOMIIBHBIE Opay3ephl y)Ke MPaKTUYECKU JJOTHATU HACTOJIbHBIE
aHaJIOTH, OJTHAKO pacliupeHue GyHKIMOHANA BIeYET 32 COO0N OOJBIIYIO
CJI0’KHOCTb U MEHBIIYIO 3aIUIIEHHOCTbD.

Jlanexko He Bce MPOU3BOAUTENN BBIITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIIHE
KPUTUYECKHUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JjIs1 O€30IMaCHOCTH MOOMITLHOTO TellepoHa:

1. Huuero He siBnsieTcst mo-HacTosAmeMy OecruiaTHeIM. bynib ocToposkeH, Belb
Korja Te0e mpeayararoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

2. Iymaii, mpexzae uem oTnpaButh SMS, ¢hoTo ninm Buaeo. Thl TOYHO 3HACIID, T1IE
OHH OyIyT B KOHEYHOM UTOTE?

3. Heo6xonumo 0OHOBIISATH ONEPANIMOHHYIO CHCTEMY TBOETO cMapT(oHa;

4. Vicionp3yit aHTUBUPYCHBIE TPOTPAMMBI ISl MOOUITBHBIX TEJIe()OHOB;

5. He 3arpy:xai npuioxeHusi OT HEU3BECTHOI'O UCTOYHUKA, BEJIb OHU MOTYT
COJIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUCHHUE;

6. [Tocie TOoro kKak Thl BBICIIB C CaiiTa, I/ie BBOAMWII JUYHYIO HHPOPMAIIHIO,



3aiiin B HACTpOIKU Opay3epa u yaaiu cookies;

7. Ileppoguyecku poBEpsi KaKUeE IIJIaTHBIE YCIYTYM aKTUBUPOBAHbI HA TBOEM
HOMEDE;

8. JlaBaii cBOI1 HOMEp MOOUIILHOTO TellepoHa TOJIBKO JIFOISIM, KOTOPBIX Thl 3HACIIb
U KOMY JIOBEpsielIb;

9. Bluetooth noykeH ObITH BBIKJIIOUEH, KOT/Ia Thl UM HE ToJib3yelibes. He 3a0biBait

HHOrJa IIpOBEPATH I3TO.

Online urpsi

CoBpeMeHHbIE OHJIAaH-UTPHI - ITO KPACOUYHbIE, 3aXBATHIBAIOIINE PA3BICUCHHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK M0 Bcemy Mupy. Urpoku uccieayror
JAHHBIA UM MHP, OOIIAIOTCS IPYT C IPYTrOM, BBITIOJIHSIOT 3a/1aHUs, CPAKAIOTCS C
MOHCTPAMU U MOJYYaroT OMbIT. 32 YOBOJIbCTBUE OHM IUIATAT: MOKYMAOT IUCK,
OTUIaYMBAIOT a00OHEMEHT WJIN MPUOOPETAIOT KAKHE-TO OIIIHH.

Bce 3T cpencTBa uayT Ha MOAIEpKAHUE U PA3BUTUE UTPHI, @ TAKKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALIMH, BBITTYCKAIOTCSI HOBBIE
naTuu (u@pPOBBIC 3aIUIATKY JJI POTPaMM ), 3aKphIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo0HbIX UTpax CTOUT OMAcaThCsl HE CTOJILKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMA aBTOPU3AIMK OOIBIIMHCTBA
urp.

OcHOBHBIE COBETHI O O€30MACHOCTH TBOETO UTPOBOT'O AKKAYHTA!

1. Ecm npyroit urpok BeAeT cedst MmI0X0 WM co3/1aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMHUHUCTPATOPAM UIPhI HAa TUI0XO€ MOBEAEHUE ATOTO UTPOKA,
YKEJIATEJIbHO MPWIOKUTh KaKUE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii TuuHyr0 HHGOpMaNuio B Ipodaiiie urpser;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnmuBaii Heo(HUIIMaIbHbBIC TATYH U MOJIBI;

6. Mcnonb3yii CIOXKHBIE U pa3HbIEC NapOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJII0YATh aHTUBUPYC. [loKa Tl Urpaemipb, TBOU

KOMITBIOTEP MOTYT 3apa3uTh.



OUIIMHT WIH KPaxkKa JUYHBIX TaHHBIX

OOBIYHOM Kpakel JeHeT U IOKYMEHTOB CErOJHS YK€ HUKOIO HE YAUBUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUI 3T0YMBIIIJIEHHUKN IEPEMECTHIINCH B UHTEPHET,
Y IPOJOJIKAIOT 3aHUMATBCS «JTIOOMMBIM» JIETIOM.

Tax nosiBuiack HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (PUILIMHT, TJIABHAS
1[€JIb KOTOPOTO COCTOUT B MOJYYEHUH KOH(PUACHIIMAIBHBIX TAHHBIX
M0JIb30BaTeNield — JOTUHOB U naposei. Ha anrnuiickom s3bike phishing yntaercs
kak ¢pumuHr (0T fishing — pbiOHas n0BIsA, password — naposb).

OcHoBHBIE COBETHI IO 6OpHOE C QUITUHTOM:

1. Cnenu 3a cBoUM akkayHTOM. Eciiu Thl mo103peBaelilb, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOX0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTh AMUHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnionn3yit 6e30macHbie BeO-CalThl, B TOM YHUCIIE, UHTEPHET-MAara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yii crnokHbIe U pa3Hbie napoiu. Takum oO6pa3oM, eciau Te0s B3JIOMAIOT,
TO 3JIOYMBIIUJICHHUKHU MOJIYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQIIIIO B CETH,
a He KO BCEM;

4. Ecnu Te0st B3710MaJIK, TO HEOOXOAUMO MPEAYNPEANTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OABJICHBI Y T€OS B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJH M, BO3MOXHO,
OT TBOETO UMEHHU OYJIET PacChIIATHCS CIaM U CCHUIKH Ha (DPUIIIMHTOBBIE CAMUTHI;

5. YcranoBu HanexHsbli napons (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKITIIOYM coXpaHEHue mapoJs B Opaysepe;

7. He otkpbiBaii (paitsibl 1 ipyrue BIOKEHHUS B MTUChMAX JTa)Ke €CIIM OHU MPUIILITH

OT TBOUWX Jipy3ei. Jlydiie yTouHU y HUX, OTIIPABIISIIN JIK OHU TeOe 3TU (haJibl.

udposas penyranus

[Hudposas penmyTanus - 5TO HETATUBHAS WM MTO3UTHUBHASI HTHPOPMAIIHS B CETH O
tebe. Komnpomerupyromas napopManvs pa3MelnieHHasi B MTHTEPHETE MOXKET
CEphE3HBIM 00Pa30M OTPa3UThCS HA TBOEH peanbHOU xu3HU. «[{udposas
pernyTanus» - 3TO TBOM UMUK, KOTOpbIX (hopMupyetcst u3 uHdopmanuu o Tede B
WHTEPHETE.

TBOE MecTO KUTEIbCTBA, YueObl, TBOE (PUHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH



XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue noApoCTKU JETKOMBICIEHHO OTHOCSTCS K MyOJUKALMK JTUYHOU
uHpopmaruu B UHTEpHETE, HE MOHMMAsi BOBMOKHBIX MTOCIENCTBUMA. ThI 1axe He
CMO’KEIllb JOTaJaThCs 0 TOM, 4TO (oTorpadus, pasmenieHHas 5 JeT Ha3al, cTajna
MPUYMHOM OTKa3a MPUHATH TeOsl Ha padoTy.

KommenTtapuu, pazmenienue TBoux ¢potorpaduil u Apyrue 1eUcTBUs MOTYT HE
HCUYE3HYTH JaKe IOCJIE TOTO, KaK Thl UX YAAJIUILIb. Thl HE 3HACIIb, KTO COXPaHWII
3Ty HH(OpMaIKIO, IoNaia M OHa B IOUCKOBBIE CUCTEMbI M COXPAaHUJIACH JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpYyKalollee JI0AN, KOTOpble HAUAYT U YBUAAT
s10. HaiiT nHpopmaliio MHOTO JIET CIYCTsI CMOXKET JIF000H - Kak U3 J00pbIX
noOy>KI€HU, TaK U C HAMEPEHUEM MPUYUHUTD BpeJl. ITO MOKET OBITH KTO
YTOJTHO.

OcHOBHBIE COBETHI MO 3a1uTe HUGPOBOM permyTaruu:

1. [Togymaii, mpesxJie 4eM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOst B 6J10Te Uiu B
COIMAJILHOM CETH;

2. B HacTpolikax npoduiis ycTaHOBU OFpaHUYEHMsI Ha IPOCMOTP TBOETO Mpoduis
U €ro COAEPKUMOTO0, CAEIAN €ro TOIBKO I APY3en»;

3. He pa3memaii u He yka3biBail HH(pOpMaluo, KOTopas MOKET KOTro-110o

OCKOPOJIATh WIIH OOMKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKHN- aKTUBHBIE 0JIH30BATENN LIUPPOBOTO NPOCTPAHCTBA.
OpnHako 1aeKko He BCE 3HAKOT, YTO MOJIb30BAHNE MHOIMMU BO3MOXKHOCTSIMU

1 poBoro Mupa Tpedyer coOII0ACHU MTPaB Ha MHTEIUIEKTYaJIbHYIO0
COOCTBEHHOCTb.

TepMuH «MHTENIEKTyallbHAsi COOCTBEHHOCTH)» OTHOCHUTCS K Pa3iIMuHbIM
TBOPEHMSIM YEJIOBEYECKOr0 yMa, HAUMHAs C HOBBIX U300pETEHNI U 3HAKOB,
0003HaYaOMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , U 3aKaHUYMBasi KHUTaMH,
dororpadpusimu, KHUHOGUIEMAMHU U MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.
ABTOpCKUE ITpaBa - 3TO MpaBa Ha MHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U HCKYCCTBA. ABTOPCKHE ITPaBa BBICTYIIAIOT B

KaueCTBE TapaHTUU TOTO, YTO MHTEIJICKTYaJIbHBIN/TBOPUECKUN TPl aBTOpPA HE



OyZeT HalpacHbIM, AaCT €My CIPABEIIMBbIE BOBMOKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro TPyAa, NOJYyUYUTh U3BECTHOCTH U Npu3HaHue. Hukro 0e3
pa3pelIeHus aBTOpa HE MOYKET BOCIIPOU3BOJIUTE €r0 IIPOU3BEIACHHUE,
pacupoCTpaHsTh, MyOIMYHO AEMOHCTPUPOBATh, POIABATh, UMIOPTHUPOBATD,
MIyCKaTh B MPOKAT, MYOJIMYHO UCIIOJHATD, TOKA3bIBATH/UCIIONHATD B 3upe nin
pasMmeruars B MHTepHeTe.

Hcnonb3oBaHue «IMpaTCKOro» MpOrpaMMHOro 00ecreyeHus MOXKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTam J0 OJOKUPOBKHU TBOETO
YCTPOMCTBA, I'/I€ YCTAHOBJICHHBIN HE JeraiabHas nporpamma. He ctout takxe
3a0bIBaTh, YTO CYILECTBYET JIeTaldbHbIE U OECIIaTHbIE TPOrPAMMBI, KOTOPbIE

MO>KHO HAWUTHU B CETH.

O nopraJe

CereBuuok.pd http://cereBuuok.pd - TBOM INIaBHBIH COBETUYHK B CETH. 3/1€Ch ThI

MOJXCHIb Y3HATb O 0€30IMaCHOCTH B CETH ITIOHATHBIM U HOCTYIIHBIM A3BIKOM, a IIPpU
BO3HUKHOBCHHNHU KpI/ITI/I‘IGCKOﬁ CUTyallun 06paTI/ITBC}I 3a COBETOM. A Takxke

NPUHSTH YYaCTHE B KOHKYpCaxX U CTaTh CaMbIM ITU(GPOBBIM IPasKJaHUHOM !
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